
Conclusions and future work
1. Is the problem of targeted diffusion relevant for other settings 

different than cybersecurity? In epidemiology, the targeted 
subgraph may be a group of vulnerable individuals and the 
objective would be to protect them rather than target them.

2. We have focused on modifying the epidemic threshold, which 
neglects the history of spread as it happens. Can we design and 
develop algorithms that modify the structure of the network in 
real time, as the dynamics unfolds?
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Controlling diffusion processes 
on networks has many 
applications. For example, an 
adversary may wish to attack a 
pre-specified targeted 
subgraph of the network, while 
limiting the impact on the rest 
of the network.

We present, POTION, a model in 
which the principal aim is to 
optimize graph structure to 
achieve such targeted attacks.

Our algorithm, POTION-ALG, 
solves this problem at scale, using 
a gradient-based approach that 
leverages Rayleigh quotients and 
pseudospectrum theory.

 Abstract

The attacker’s objective function contains all four objectives plus an 
additional restriction that guarantees that the solution is a valid 
adjacency matrix.

POTION’s Objective Function

In a cybersecurity setting, an attacker wants to release a computer 
virus over a computer network    . There exists a subgraph     of     
that the attacker wants to harm with the virus.     may consist of a 
set of high-profile targets within the computer network. The virus 
spreads following SIR dynamics. The attacker may manipulate the 
weights of edges in    . Let     be the adjacency matrix of    , and let      
be the adjacency matrix after the attacker has manipulated some 
weights. The attacker has four objectives.

Targeted Diffusion in Cybersecurity

Attacker Objectives

If the virus starts in    , it should 
create an epidemic: The attacker 
wants to decrease the epidemic 
threshold of SIR dynamics in    . 
This is approximated by                , 
so the attacker wants to 
maximize           .

If the virus starts out of    , it 
should reach    : The attacker 
wants to maximize         , the 
normalized cut between    and
           .

POTION-ALG Algorithm

Our algorithm exploits Rayleigh quotients and pseudospectrum 
theory to express the attacker’s optimization problem as a 
differentiable function of     . Once in this form, the differentiation 
can be handled by standard packages such as PyTorch.

Experimental Results

Top: Difference in number of infected before and after applying 
POTION in    (red) and in            (purple). Higher is better. Middle: 
Comparison of POTION (blue) against baselines (orange and green) in 
   . Higher is better. Bottom: Comparison against baselines in           . 
Lower is better.
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Attacker Objectives (cont’d)

Limit the harm to           : We 
argue that maximizing the 
likelihood of infection of nodes in
           is equivalent to 
maximizing         , the sum of 
eigenvector centralities  of 
nodes in    .

Remain within a budget: The 
budget is given in terms of the 
difference in the eigenvalues 
between the original and 
attacked matrices:

Certified Robustness

Theorem. If the attacker’s 
budget     is lower than a 
certain threshold, the attack 
will be unsuccessful.

Budget threshold threshold (dashed lines) 
and the attack’s effectiveness (increase in 
final number of infected, in solid lines) in 
three different random graph models.
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